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Legal Notices
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The information contained herein is subject to change without notice and is not
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The software and related documentation are provided under an agreement containing
restrictions on use and disclosure and are protected by intellectual property laws.
Except as expressly permitted in your agreement or allowed by law, you may not use,
copy, reproduce, translate, broadcast, modify, license, transmit, distribute, exhibit,
perform, publish, or display any part, in any form, or by any means. Reverse engineering,
disassembly, or decompilation of the software, unless required by law for
interoperability, is prohibited.
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Introduction

Polaris System Administration (web-based) requires OAuth 2.0 with OpenID and PKCE.
When configured, staff authentication will be handled by Active Directory and Active
Directory Federation Services.

Important:

The mechanism used to connect an Active Directory user to a Polaris user
is the user principal name (UPN) in the format of an email address. For
example, polarisexec@iii.com. During the account verification process, we
request the UPN claim from Active Directory. This must return a UPN in
the name@domain format. The Polaris.AdminServices (API) can then use
that information to map the AD user to a Polaris user.
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Minimum Requirements

To use Polaris System Administration (web-based), you must have the following:

e Windows Server 2019 Standard
o Polaris requires OAuth 2.0 w/PKCE support
o AD FS on Windows Server 2019 supports PKCE
« Active Directory Domain Services (Installed)
o SSL Certificate
o Publicly trusted CA signed certificate
» Polaris 7.1
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Process Overview

To configure Polaris OAuth Support with AD FS, perform the following tasks:

Install Active Directory Federation Services.

Configure Active Directory Federation Services.

Verify that Active Directory Federation Services is running.

Verify that OAuth 2.0 is Enabled.

© 0O N g WD~

Create an Application Group for Polaris LeapWebApp.

Configure the AD FS Web Application: Claims and Permitted Scopes.
Enable CORS on AD FS To Accept Requests from Polaris APlIs.

Set Up Polaris.AdminServices and PolarisAdmin.

Troubleshoot.
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Install Active Directory Federation Services

To install AD FS

1. Signin to Windows Server 2019 with administrative privileges.

2. Start the Server Manager desktop application.

Fﬁ'. Server Manager

Server Manager » Dashboard

Manage Tools

IE% Dashboard WELCOME TO SERVER MANAGER

i Local Server

ii All Servers

i§l ADDs

& DNS QUICK START

o Configure this local server

W® File and Storage Services P |2

Add roles and features

WHAT'S NEW

LEARN MORE

Add other servers to manage
Create a server group

Connect this server to cloud services

Hide

ROLES AND SERVER GROUPS

Roles: 3 Server groups: 1 | Servers total: 1

i§i apDs 1] | & ons 1] | g ;i‘:v?:; storage 1
@ Manageability @ Manageability @ Manageability

Events Events Events

Services Services Services

Performance Performance Performance

BPA results BPA results BPA results

3. Onthe Server Manager Dashboard view, select Add roles and features.

The Add Roles and Features Wizard opens.
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2 Add Roles and Features Wizard anage Tools View

B f - b = DESTINATION SERVER
€lore you pegin PalarisOauth pol-qa-osuth Jocs!
Bef You Begin This wizard helps you install roles, role services, or features. You determine which roles, role services, or

features to install based on the computing needs of your organization, such as sharing documents, or

Installation T hasting a website.

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administratar account has a strang password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

Hide
To continue, click Next.

d Storage
[ Skip this page by default bs 1
eability
Insta
Services Services Services
Performance Performance Performance
BPA results BPA results BPA results

4. On the Before You Begin tab, select Next.
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- (_C:) I r Manage Tools View Help

_ Fﬁ Add Roles and Features Wizard - [m]

x

Dashk
- . . DESTINATION SERVER:
i | Selectinstallation type PolarsQath polg-cauthlocal
5 Al se
= ADD Before You Begin Select the installation type. You can install roles and features on a running physical computer or virtual
L] machine, or on an offline virtual hard disk (VHD).
[]

DNS =
= ® Role-based or feature-based installation
g Filea Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

Hide
orage 1
lity
Performance Performance Performance
BPA results BPA results BPA results

5. Onthe Installation Type tab, select Role-based or feature-based installation, and
then select Next.
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Server Manager * Dashboard @ Manage  Tools  View  Help
[ Add Roles and Features Wizard

DESTINATION SERVER

i | Select destination server PolsisOsuthgol-qa-seuthloca

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Select a server from the server pool
ction Select a virtual hard disk
Server Pool
Fitter:
Name 1P Address Operating System

PolarisQauth.pol-ga-oau... 10.25.197.8 Microsoft Windows Server 2019 Standard

Hide

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server, 1
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown,
lity
Performance Performance Performance
BPA results BPA results BPA results
= File and Storage -
] g 1 # Local Server 1 B All Servers 1

Cnmdimnr

6. On the Server Selection tab, select the server, and then select Next.
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Server Manager * Dashboard G) Manage Tools  View  Help

_ = Add Roles and Features Wizard — [m] *
Dashk
- DESTINATION SERVER:
i | Select server roles PolarsOauthpol-qa-oautnlocs
5 Al se
Before Y oain Select one or more roles to install on the selected server.
2 DNs Installation Type Roles Description

Active Directory Federation Services
{AD FS) provides simplified, secured
identity federation and Web single
sign-on (350) capabilities. AD FS
includes a Federation Service that

[] Active Directory Certificate Services

| Active Directory Domain Services (Installed)
Directory Federation Service:

[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[ Device Health Attestation enables browser-based Web 550.
[[] DHCP Server

| DNS Server (Installed)

[] Fax Server

[w] File and Storage Services (2 of 12 installed) Hide
[] Host Guardian Service

[ Hyper-V

[ Metwork Policy and Access Services
[] Print and Document Services

[] Remote Access

[] Remote Desktop Services

[ Violume Activation Services

[[] Web Server (II5) SIEgE 1
[] Windows Deployment Services
[] Windows Server Update Services

Confirmation

lity
Performance Performance Performance

BPA results BPA results BPA results

7. On the Server Roles tab, do the following:

a. Verify that Active Directory Domain Services are installed.
b. Select the Active Directory Federation Services role.
c. Select Next.
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Server Manager * Dashboard €) Mansge  Took  View

_ = Add Roles and Features Wizard — [m] *
Dashl|
DESTINATICN SERVER
i wca| Select features PolaisOauth pel-qa-cauthlocal

Before You Begin Select one or more features to install on the selected server.

Installation Type Features Description

|| Metwork Load Balancing Provides services to collect and

[] Metwork Virtualization archive Windows Server system data.
[] Peer Name Resoluticn Protocol

[[] Quality Windows Audio Video Experience

AD FS [] RAS Connection Manager Administration Kit (CM&

[] Remaote Assistance

[[] Remote Differential Compressicn

[m] Remote Server Administration Taols (4 of 43 instal

[ RPC over HTTP Proxy

O Setup and Boot Event Collection Hide
[] Simple TCR/IP Services

[ SME 1.0/CIFS File Sharing Support
[J SMB Bandwidth Limit

[] SMTP Server

] SNMP Service

[[] Storage Migration Service

[[] Storage Migration Service Proxy

[ Storage Replica orage 1
il System Data iver (Installed)]

Confirmation

lity
Performance Performance Performance
BPA results BPA results BPA results

8. On the Features tab, select Next.
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Server Manager * Dashboard @) Mansge  Tools

Fﬁ Add Roles and Features Wizard

- O *
Dashl|
. . - . DESTINATION SERVER
Lcal{ Active Directory Federation Services (AD FS) Solsrisauth pal-aa-sasthlod!

Active Directory Federation Services (AD FS) provides Web single-sign-on (S50) capabilities to
authenticate a user to multiple Web applications using a single user account. AD FS helps organizations
bypass the need for secondary accounts by allowing you to project a user's digital identity and access
rights to trusted partners. In this federated environment, each organization continues to manage its
own identities.

Things to note:

= This computer must be joined to a domain before you can successfully install the Federation Service.

* The Web Application Proxy role service in the Remote Access server role functions as the federation
service proxy and cannot be installed on the same computer as the federation service.

Confirmation

Azure Active Directory, a separate online service, can provide simplified identity and Hide
access management, security reporting, single sign-on te cloud and on-premises web
apps.

Learn more about Azure Active Directory

Configure Office 365

th Azure Active Directory Connect

forage
1
lity
Performance Performance Performance
BPA results BPA results BPA results

9. Onthe AD FS tab, read the Active Directory Federation Services (AD FS)
information, and then select Next.
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Server Manager * Dashboard -@ | [ e e

[ Add Roles and Features Wizard — O *
Dashl|
o . - - . DESTINATIOMN SERVER
Locat] Confirm installation selections PolarsOauth pol-ga-aauthiog

To install the following roles, role services, or features on selected server, click Install.

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes,

Active Directory Federation Services

AD FS

Confirmation

Hide
forage 1
Export configuration settings
Specify an alternate source path lity
Performance Performance Performance
BPA results BPA results BPA results

10. On the Confirmation tab, confirm your selections, and then select Install.
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Server Manager * Dashboard @1 I'A Manage  Tools  View  Help

_ = Add Roles and Features Wizard — O *
Dashl|
. DESTINATION SERVER
i Lca| Installation progress PolarsOauthpol g2 cautnioal
s ANlSe
= View installation progress

AD F§ o Feature installation

Configuration required. Installation succeeded on PolarisOauth.pol-ga-oauth.local.

Active Directory Federation Services
Additional steps are required to configure Active Directory Federation Services on this machine.

Configure the federation service on this server,

Hide

You can close this wizard without interrupting running tasks. View task progress or open this
1] page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings lity

< Previous Next > Close Cancel

Performance Performance Performance

BPA results BPA results BPA results

11. Onthe Results tab, select Close when the installation is complete.
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&, pol-qa-oauth.polarislibrary.com - Remote Desktop Connection - o x

[ Server Manager

Server Manager * Dashboard @ I'A Manage  Took  View

IE Dashboard LEARN MORE

i Local Server

(B Alszmas ROLES AND SERVER GROUPS
i§l ADDS Roles:4 | Servergroups: 1 | Servers total: 1
24 ADFs

[l g
& DNS il ADDS 1 AD FS DNS

§ File and Storage Services P (® Manageability Manageability Manageability
Events Events Events
Services Services Services
Performance Performance Performance

BPA results BPA results BPA results

File and Storage

] Local Server All Servers
Services

Manageability Manageability Manageability
Events Events Events
Services Services Services
Performance Performance Performance

BPA results BPA results BPA results

1:40 PM

N B A 0020 0

12. On the Server Manager dashboard, verify that AD FS is an installed role.
13. Restart the server.
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Configure Active Directory Federation Services

To configure Active Directory Federation Services
1. Start the Server Manager desktop application.

The system generates a configuration notification.

|, Post-deployment Configuration

Configuration required for Active Directory

Federation Services at POLARISOAUTH

Configure the federation service on this server.

Taszk Details

2. Open the notification, and select Configure the federation service on this server.

The Active Directory Federation Services Configuration wizard opens.

© 2022 Innovative (Part of Clarivate)
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= Active Directory Federation Services Configuration Wizard — O bt
W | _ TARGET SERVER
gicome PolarisOauth.pol-ga-cauth.local

Welcome to the Active Directory Federation Services Configuration Wizard.

Connect to AD D5

Spacify Service Properties Before you begin configuration, you must have the following:

y Service Account * An Active Directory domain administrater account.

Spacify Database * A publicly trusted certificate for 55L server authentication,

AD F5 prerequisites

Select an option below:
(® Create the first federation server in a federation server farm

() Add a federation server to a federation server farm

Configuring sign-in to Office 3657 Exit this wizard and use Azure Active Directory Connect.

Learn more about Azure Active Directory Connect.

3. Onthe Welcome tab, select Next.

© 2022 Innovative (Part of Clarivate)
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[z Active Directory Federation Services Configuration Wizard — O *
. . . - . . TARGET SERVER
Connect to Active Directory Domain Services PolarisOauth.pol-ga-oauth.local

Welcome

Specify an account with Active Directory domain administrator permissions to perform the
Connect to AD D5 federation service configuration.

ervice Propertfies iinjeffyoung
Service Account

| < Previous | | MNext = | Configure Canicel

4. Select Change, and provide an administrator account. Then select Next.

© 2022 Innovative (Part of Clarivate)
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[ Active Directory Federation Services Configuration Wizard - O *

TARGET SERVER
PolarisOauth.pol-qa-oauth.local

* polarislibrary.com -

View

Specify Service Properties

SSL Certificate:

Federation Service Name: dev-fs.polarislibrary.com

Example: fs.contoso.com

Federation Service Display Mame: Polaris &0 Federation Service

Users will see the display name at sign in.

Example: Contose Corporation

| < Previous | | Mext = | Configure

5. If not already installed on the server, select Import to install an SSL certificate.

© 2022 Innovative (Part of Clarivate)
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[z Active Directory Federation Services Configuration Wizard — O *
. . " TARGET SERVER
Specify Service Properties PolarisOauth.pol-ga-oauth.local
551 Certificate: *.polarislibrary.com -

View

Federation Service Name: dev-fs.polarislibrary.com

Example: fs.contoso.com
Federation Service Display Mame: Polaris R&D Federation Service
Users will see the display name at sign in.

Example: Contoso Corporation

| < Previous | | Next > Configure

6. Enter the following, and then select Next:
e Federation Service Name
» Federation Service Display Name

© 2022 Innovative (Part of Clarivate)
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[z Active Directory Federation Services Configuration Wizard — O

C .]E‘ 5 - A N TARGET SERVER
2 pE(] y ervice ACcount PolarisOauth.pol-ga-oauth.local

*

»

| i Group Managed Service Accounts are net available because the KDS Root Key has not been set. Use the foll... Show maore

Specify a domain user account or group Managed Service Account.
Create a Group Managed Service Account

Account Mame POL-QA-OAUTHY

(® Use an existing domain user account or group Managed Service Account

POL-QA-OAUTHWPo..|  Clear || Select..

Account Name:

Account Password: sesssssene

| < Previous | | Next > Configure

7. Specify a service account, and then select Next.

© 2022 Innovative (Part of Clarivate)
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[ Active Directory Federation Services Configuration Wizard - O st
- . ot _ TARGET SERVER
Specify Configuration Database PolarisOatth.pol-qa-oauthioca

Welcome

Specify a database to store the Active Directory Federation Service configuration data.
Connect to AD DS

(®) Create a database on this server using Windows Internal Database.

ice Properties
O Specify the location of a SQL Server database.

Database Host Name:

Database Instance:

To use the default instance, leave this field blank.

| < Previous | | Next = | Configure Cancel

8. Specify the location of the AD FS configuration database, and then select Next.

For simple scenarios, creating the local database is acceptable.

© 2022 Innovative (Part of Clarivate)
Page 20



Polaris OAuth 2.0 Integration with Microsoft AD FS Guide

[z Active Directory Federation Services Configuration Wizard

- O et
R . O n2 TARGET SERVER
eview p tons PolarisOauth.pol-ga-cauth.local
Welcome Review your selections:
Connact to AD DS This server will be configured as the primary server in a new AD FS farm ‘dev-

fs.polarislibrary.com’.
Specify Service Properties

ify Service Account AD FS configuration will be stored in Windows Internal Database.

Windows Internal Database feature will be installed on this server if it is not already installed.

Federation service will be configured to run as POL-QA-OAUTH\PolarisServices.

Fra-raquisite Checks

These settings can be exported to a Windows PowerShell script to automate

additicnal installations

| < Previous | | Next » Configure

9. Review your selections, and then select Next.

© 2022 Innovative (Part of Clarivate)
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[z Active Directory Federation Services Configuration Wizard — O *
. - TARGET SERVER
P re- req uisite C h e kS PolarisOauth.pol-ga-oauth.local
All prerequisite checks passed successfully. Click *Configure’ to begin installation. Show more x
prereq P ¥ 9 g

Prerequisites must be validated before Active Directory Federation Services is configured on this
computer,

Rerun prereguisites check

@ View results

o Prerequisites Check Completed

Review Options

T S o All prerequisite checks passed successfully. Click *Configure” to begin installation.
8 site S

< Previous Next > | Canfigure | | Cancel

10. After you complete all pre-requisite checks, select Configure.

© 2022 Innovative (Part of Clarivate)
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[z Active Directory Federation Services Configuration Wizard — O *
R | TARGET SERVER
esults PolarisOauth.pol-ga-ocauth.local

| & This server was successfully configured Show mare x

@ View detailed operation results
! A rmachine restart is required to complete ADFS service configuration. For more
information, see: https:/fgo.microsoft.com/fwlink/TLinkld=798725

1. The S5L certificate subject alternative names do not support host name 'certauth.dev-
fs.polarislibrary.com’. Configuring certificate authentication binding on port '49443" and
hastname 'dev-fs.polarislibrary.com’.

1. Failed to register SSL bindings for Device Registration Service: An item with the same key
has already been added.

Next steps required for completing your federation service deployment

Need to monitor AD FS service? Use Azure Active Directory Connect Health.

1=

m
a
:

]
m
=

i
o
(=]
i
b
o
=1}
;
n

11. When the configuration wizard has completed successfully, select Close, and then

restart the server.
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Page 23



Polaris OAuth 2.0 Integration with Microsoft AD FS Guide

Verify Active Directory Federation Services Is Running

To verify that Active Directory Federation Services is running

1. Start the Server Manager desktop application.

AD FS should be green.

& Server Manager

Server Manager * Dashboard

iZf Dashboard

B Local Server

5 Connect this server to cloud services

- LEARN MCORE
BE All Servers
i§l ADDs
29 ADFS ROLES AND SERVER GROU_PS
Roles: 4 | Servergroups:1 | Servers total: 1
& DNS
i¥§ File and Storage Services b i-i-i AD DS 1 .',? AD FS 1
@ Manageability @ Manageability
Events Events
Services Services
Perfarmance Performance
BPA results BPA results
2. Start the Services application and check the status.
L5 Services - O X
File Action View Help
e FHEG= Hm »8nw
£ Services (Local) MName Description Status Startup Type Log On As ()
G} Active Directory Domain Services AD DS Dem.. Running  Automatic Local Syste...
Active Directory Federation Services Enables Acti.. Running  Automatic (Delayed .. POL-QA-O..
L Active Directory Web Services This service ... Running  Automatic Local Syste...
-\,‘;')_;Active)( Installer (AxInstSV) Provides Us... Disabled Local Syste...
-\,‘;')_;AIIJoyn Router Service Routes Alllo... Manual (Trigger 5tart)  Local Service

© 2022 Innovative (Part of Clarivate)
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3. Open the Edge (or Chrome) web browser and go to
https://localhost/adfs/fs/federationserverservice.asmx

« If you want to ignore certificate errors, select Advanced.

A page similar to the following image opens:

im] D https://localhost/adfs/fs/federat. % | = — (] b

< O A Not secure hitps://localhost/adfs/fs/federationserverservice.asmx

This XML file does not appear to have any style information associated with it. The document tree 1s shown below.

://schemas . xmlsoap.org/ws/2804/09/mex"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-

w3.org/2885/88/addressing”

.xmlzoap.org/ws/2804/89/policy™ xmln ap="http://schemas.xmlsoap.org/us/28084/88/addressing/policy”

-microsoft.com/ws/20085/12/wsd1l/contract™ xml http://schemas.xmlsoap.org/wsdl/soapl2/"

.xmlzoap.org/ws/2004/08/addressing™ xmlns: i3.0rg/2087/05/addressing/metadata”

13.0rg/ 2881/ XMLSchema” xmli : p="http://schemas.xmlsoap.org/wszdl/soap/"

.wl.org/2086/05/addressin .xmlsoap.org/soap/encading/™

ationService” target

http://tempuri.org/">
ormationContract_policy">

\lgorithmSuite>

This indicates that Active Directory Federation Services is running.

© 2022 Innovative (Part of Clarivate)
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Verify that OAuth 2.0 is Enabled

To verify that OAuth 2.0 is enabled
1. Open the AD FS Management desktop application.

§7 ADFS — |
g File Action View Window Help =
e=|xm 3
1 ADFS Service Actions
| Service /@ Q W .
- Service -
_| Access Control Policies Service Overview
_| Relying Party Trusts Edit Federation Service Properties...
" Claims Provider Trusts AD FS containe several service components that are necessary to set up and manage 3 Revoke All Proxies
“ Application Groups Federation Service. These components include endpoints, certficates, and published claims v R
iew
Leam More
AD FS Help New Window from Here
|G Refresh
[ Help
< >

2. Open the Service folder, and then select the Endpoint folder.

© 2022 Innovative (Part of Clarivate)
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G ADFS - m] ®
% File Action View Window Help -8
|
Taor e
w [ Service | Endooints -
| Adtribute Stores Enabled :mw e Ez:?ath' Arust /134 basict rt I\fygeT st 1.3 8
“| Authenticztion Methods o o ‘adfs /services./ usemamebasictranspo WS-Trust 1. View
Certificates Yes Yes fadfs /services Arust/13/usemamemixed WS5-Trust 1.3 New Window fi .
- Claim Descrintions No No /Jadfs/servicesAnust/13/issuediokenasymmetricbasic 256 WS-Trust 1.3 ew Window Trom Here
- . . P . No No /adfs/servicesArust/13/issuedtokenasymmetricbasic256sh...  WS-Trust 1.3 )| Refresh
_| Device Registration ¥ ¥ o 1 ok " . WS Trust 13 =
“| Endpoints es es Jai s/serv!casﬂrusl/ ssuedtol enm!xe asyrnmeﬂ!c asic.. WS-Trust 1. HE|p
Scope Descriptions No No Jadfs/services Arust/13/issuedtokenmixedasymmetricbasic WS-Trust 1.3
- L Yes Yes /Jadfs/servicesAnust/13/issuediokenmixedsymmetricbasic2...  WS-Trust 1.3 Jadfs/oauth2/ =
| Web Application Proxy
No No /adfs/servicesArust/13/issuedtokenmixedsymmetricbasicZ...  WS-Trust 1.3

~ Access Control Policies Disable on Proxy

= No No fadfs/servicesArust/13/ssuedtiokensymmetricbasic256 WS-Trust 1.3
~| Relying Party Trusts ) N Disable
- 3 i No No Jadfs/servicesArust/13/issuedtokensymmetricbasic256sha... WS-Trust 1.3
_| Claims Provider Trusts
= No No fadfs /services Arust/134ssuedtokensymmetrictripledes WS-Trust 1.3 Help
_| Application Groups X .
No No /Jadfs/servicesAnust/13/issuediokensymmetrictripledessha...  WS-Trust 1.3
No No /adfs/servicesArust/13/issuedtokenmixedsymmetrictripledes  WS-Trust 1.3
No No /adfs/servicesArust/13/issuedtokenmixedsymmetrictipled...  WS-Trust 1.3
No No fadfs/services Arust/13/windows WS-Trust 1.3
No No Jadfs/services Arust/13/windowsmixed WS-Trust 1.3
No No /adfs/servicesArust/13/windowstransport W5-Trust 1.3
Yes No fadfs/services Arusttcp/windows WS-Trust 2005
No No fadfs/services/trust /artifactresolution SAML-ArifactR
{ { /adfs/oauth2/
Yes Yes Jadfs/oauth2/deviceacth OAuth Device |
Metadata 4
£ >

3. Search for the oauth2 path.

4. In either the Edge or Chrome web browser, go to https://localhost/adfs/.well-
known/openid-configuration

« If you want to ignore certificate errors, select Advanced.

A page similar to the following image opens:

im} D https://localhost/adfs/well-knov X == i o X

[Tl
L]

< @] A Mot secure | kttps/flocalhost/adfs/well-known/openid-configuration Lo

"issuer":"https:\/\/dev-fs.polarislibrary.com\/adfs","authorization_endpoint”: "https:\/\/dev-
fs.polarislibrary.com\/adfs\/oauth2\/authorize\ /", "token_endpoint”: "https:\/\/dev-
fs.polarislibrary.com\/adfs\/oauth2\/token\/", " juks_uri"” :"https:\/\/dev-
fs.polarislibrary.com\/adfs\/discovery\/keys", "token_endpoint_auth_methods_supported”:
["client_secret_post”,"client_secret_basic","private_key_jwt","windows_client_authentication"],"response_types_supported":
["code","id_token","code id_token","id_token token","code token","code id_token token"],"response_modes_supported™:
["query”,"fragment”, "form_post"],"grant_types_supported”:["authorization_code", "refresh_token”,"client_credentials™,"urn:ietf:params:oauth:grant-
type: jwt-bearer”,"implicit”, "password”, "srv_challenge”,"urn:ietf:params:oauth:grant-type:device code”,"device_code™],"subject_types_supported”:
["pairwise"],"scopes_supported”:
["user_impersonation”,"email","aza","openid”, "winhello_cert”,"allatclaims”, "profile”,"logon_cert”,"vpn_cert”],"id_token_signing_alg_values_suppor
ted":["RS256" ], "token_endpoint_auth_signing_alg_values_supported”:["R5256" ], "access_token_issuer":"http:\/\/dev-
fs.polarislibrary.com\/adfs\/services\/trust”, "claims_supported”:
["aud","iss","iat","exp", "auth_time","nonce”,"at_hash","c_hash","sub™,"upn"”, "unique_name","pwd url”,"pwd_exp","mfa_auth_time","sid","nbf"],"micro
soft_multi_refresh_token":true,"userinfo_endpoint":"https:\/\/dev-Ts.polarislibrary.com\/adfs\/userinfo","capabilities":
["kdf_ver2"],"end_session_endpoint":"https:\/\/dev-
fs.polarislibrary.com\/adfs\/oauth2\/logout", "as_sccess_token_token_binding_supported”:true,"as_refresh_token_token_binding_supported”:true,"reso
urce_access_token_token_binding_supported”:true,”op_id_token_token_binding_ supported”:true,”rp_id token_token_binding_supported”:true,"frontchann
el_logout_supported”:true,"frontchannel_logout_session_supported”:true,"device_authorization_endpoint":"https:\/\/dev-

fs.polarislibrary.com\/adfs\/oauth2\/devicecode™}

This indicates that OAuth 2.0 is available.
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Create an Application Group for Polaris LeapWebApp

To create an application group for Polaris LeapWebApp

1.

Open the AD FS Management desktop application.

G ADFS - ]
\@ File Action View Window Help - =
L AR () |

1 Service inti Applicaticn Grou -

°| Access Control Policies Name Description PP ps

| Relying Party Trusts Add Application Group...

| Claims Provider Trusts View »

| Application G

<[ SppRchon Boups New Window from Here

4 Refresh
E Help

2. Select the Application Groups folder.
3. Under Actions, select Add Application Group.

The Add Application Group wizard opens.
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% Add Application Group Wizard X
Welcome

—— Mame:

@ Welcome Polaris

@ Mative application
Description:
@ Apply Access Control Policy

Polaris web applications
@ Summary

@ Complete

Template:

Client-5Server applications
‘Ed Mative application accessing a web AP|
{u Server application accessing a web AP

Standalone applications
Q‘ Native application

;r' | Server application

q Web API

More information...

< Previous Next > Cancel

4. Onthe Welcome tab, do the following:
a. Inthe Name box, enter Polaris.
b. In the Description box, enter Polaris web applications.

c. From the Template section, select Web browser accessing a web
application.

5. Select Next.
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i@ Add Application Group Wizard X
MNative application

Steps Name:

@ Welcome |POIaris - Mative application |

@ Native application
Client Identifier:

® Apply Access Control Pl
Aoply Access Control POy 325886 Te-cbl dcBa 8381 SDcScalec24D |

@ Summary
@ Complete Redirect URI:

|E'-:am|:-|e: hitps://Contoso .com Add

hﬂps //rd-polaris polarislibrary .com/PolarisAdminAogin ~ Remove

https://rd nlaris_u:nlansllbra coranoIansAdmlnfoaLﬂhﬁuccess
< >
Description:
< Previous Next > Cancel

6. On the Native application tab, in the Redirect URI box, enter the following URlIs:
» https://server address/PolarisAdmin/
 https://server address/PolarisAdmin/login
 https://server address/PolarisAdmin/oauth-success
 https://server address/Polaris.AdminServices/swagger/oauth2-redirect.html

Note:
Replace server address with the FQDN that matches your server
name and certificate.

7. Copy the value in the Client Identifier box to Notepad.
You'll need this when you set up PolarisAdmin's appsettings.user.json.

8. Select Next.
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Steps

@ Welcome

@ Native application

@ Apply Access Control Policy
@ Summary

@ Complete

‘@ Add Application Group Wizard X

Choose Access Control Policy

Choose an access control paolicy:

Name Description

Permit everyone Grant access to everyone.,

Permit everyone and require MFA Grant access to everyone and reguire MFAS...
Pemit everyone and require MFA for specific group Grant access to everyone and require MFAT. .

Pemit everyone and require MFA from extranet access Grant access to the intranet users and requir...
Pemit everyone and require MFA from unauthenticated .. Grant access to everyone and require MFAT.
Permit everyone and require MFA, allow automatic devi...  Grant access to everyone and require MFAT...

Permit everyone for intranet access Grant access to the intranet users.
Permit specific group Grant access to users of one or more specifi...
Palicy

Pemit everyone

| do not want to configure the access control policy at this time. Mo users will be pemmitted access for this
L] application.

< Previous Mext =

9. Onthe Apply Access Control Policy tab, select an access control policy, and then

select Next.
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"@ Add Application Group Wizard x
Summary
Steps Review the following settings and click "Mext”to create the application.
@ Welcome
@ MNative application Application Group ~
@ Apply Access Contral Policy Name: Polaris
@ Summary Description: Polaris web applications
@ Complete Mative application
Mame: Polariz - Mative application
|dentifier: Da586b 1e-eeb0-4cBa-8381-50e9cafec240
Redirect URls:
https://rd-polaris polarislibrary com,/Polaris Admin.
hitps://rd-polars polanslibrary .com/PolarisAdminAogin
hitps.//rd-polaris polarshbrary .com/PolarisAdmin/oauth-success
hitps://rd-polaris polarshbrary com/Polaris. Admin Services /swagger/oauth 2redirect html
Web application
Mame: Polaris - Web application
|dentifiers: 0a586b1e-eeb(-4c8a-8381-50e9cafec240
Access control policy: Permit everyone
Application permissions: o
4 >
< Previous Mext = Cancel

10. Onthe Summary tab, review the settings and then select Next.
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'@_’! Add Application Group Wizard "
Finish

Steps The Application Group has been successfully created.

@ Welcome

@ Native application
@ Apply Access Control Policy
@ Summary

@ Complete

Close

11. Onthe Complete tab, select Close.
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Configure the AD FS Web Application: Claims and Per-
mitted Scopes

To configure the AD FS web application
1. Open the AD FS Management desktop application.

§ip ADFS

[m]
€ File Action View Window Help -8
=% 5o B
Twor R
v [ Service - .
“| Attribute Stores Name Description Application Groups -
~ Authentication Methods Add Application Group...
7| Certificates View »
= Cla\.m DEsc.rlptlo.ns MNew Window from Here
“| Device Registration
~ Endpoints )] Refresh
~| Scope Descriptions E Help
| Web Application Prawxy
~| Access Control Policies Polaris -
~ Relying Party Trusts Properties
“| Claims Provider Trusts
~| Application Groups & Delete
H Hep

2. Select the Application Groups folder.
3. Select the Polaris application group, and then select Properties.
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Polaris Properties >

General

Name:

Palaris

Description:

Polaris web applications

Applications:

Mame Description
Mative application

Polaris - Mative application
Web application

Polaris - Web application

Add application. ..

Cancel Apply

4. Select Polaris - Web application, and then select Edit.
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Polaris - Web application Properties >
Identifiers Motes  Access control policy  lssuance Transform Rules  Client Permissions
The following transform rules specify the claims that will be sent to the relying party.
Order  Rule Mame lzzued Claims
1 Forward LUPM claim <See claim rule:
Add Rule... Edit Rule. .. Remove Rule...
QK Cancel Apply

5. Select the Issuance Transform Rules tab, and then select Add Rule.
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i1 Add Transform Claim Rule Wizard X

Select Rule Template

i Select the template for the claim rule that you want to create from the following list. The description provides
@ Choose Rule Type details about each claim rule template.
@ Configure Claim Rule Claim rule template:

Send Claims Using a Custom Rule A

Claim rule template description:

LUsing a custom rule, you can create rules that can't be created with a rule template. Custom rules are
written in the AD F5 claim rule language. Capabilities that require custom rules include:

+ Sending claims from a SQL attribute store

+ Sending claims from an LDAP attribute store using a custom LDAP fiter

+ Sending claims from a custom attribute store

+ Sending claims only when 2 or more incoming claims are present

+ Sending claims only when an incoming claim value matches a complex pattem
+ Sending claims with complex changes to an incoming claim value

+ Creating claims for use only in later rules

Previous Next > Cancel

6. Onthe Add Transform Claim Rule Wizard, select Send Claims Using a Custom
Rule from the Claim rule template list, and then select Next.
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i@ Add Transferm Claim Rule Wizard X

Configure Rule

S5 You can configure a custom claim rule, such as a rule that requires muttiple incoming claims or that extracts
@ Choose Rule Type claims from a SQL attribute store. To corfigure a custom rule, type one or more optional conditions and an
issuance statement using the AD FS claim rule language.
@ Configure Claim Rule
Claim rule name:

Forward UPMN Claim

Rule template: Send Claims Using a Custom Rule

Customn nile:

c: [Type == "http://schemas.xmlscap.crg/ws,/2005/05/1identity/claims/upn™]
=> issue(claim = c} ..'|

< Previous Cancel

In the Claim rule name box, enter Forward UPN Claim.

In the Custom rule box, enter the following rule:

c: [Type ==
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/upn"]
=> issue(claim = c);

Select Finish.
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Polaris - Web application Properties >

|dertifiers Motes  Access control policy  Issuance Transform Rules

Configure application permissions to enable client applications to acess this Web AFI

Client application (caller):

Mame Description

Polaris - Mative application

Add... Bemove
Pemitted scopes:

Scope Mame Description 2
[] allatclaims Requests the access token claims in the identity token.
[ ]aza Scope allows broker client to request primary refresh token.
email Reguest the email claim for the signed in user.
[ ] logon_cert The logon_cer scope allows an application to request logo...
openid Reguest use of the OpenlD Connect authorization protocal.
[ ] profile Reguest profile related claims for the signed in user.
g USEr_imperso... Eequest pemission fn:nr.the applica‘t.in:nn to access the I_-EEFII_JF'" o

Mew scope...
oK Cancel Apply

On the Client Permissions tab, verify that email and openid are selected.

Select OK to close the Web application Properties dialog.

Select OK to close the Polaris properties dialog.

Using the services applet, restart the Active Directory Federation Services service.
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Enable CORS on AD FS To Accept Requests from Polaris
APIs

To enable CORS on AD FS to accept requests from Polaris APls

1. Refer to the information on the following page:

e https://docs.microsoft.com/en-us/windows-server/identity/ad-
fs/operations/customize-http-security-headers-ad-fs#cross-origin-resource-
sharing-cors-headers

2. Use the following commands:

e Set-AdfsResponseHeaders -EnableCORS S$true
¢ Set-AdfsResponseHeaders -CORSTrustedOrigins https://rd-

polaris.polarislibrary.com,https://example2.com
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Set Up Polaris.AdminServices and PolarisAdmin

To set up Polaris.AdminServices (the API service) and PolarisAdmin (the web-based
Polaris System Administration application), you must configure two .json files. The files
are both named appsettings.user.json, but they reside in different directories:

e C:\Program Files\Polaris\Polaris.AdminServices

e C:\Program Files\Polaris\PolarisAdmin\assets

Set Up Polaris.AdminServices

To set up Polaris.AdminServices

Verify that OAuth is Enabled

e Open C:\Program Files\Polaris\Polaris.AdminServices\appsettings.user.json and
verify Polaris.OAuth.Enabled is set to true.

"Polaris”: {
"CachePermissions”: true,
"CORS": {
"AllowedHosts": "https://rd-polaris.polarislibrary.com”
¥,

"BasicAuth™: {
"Enabled": false

Fs

"QAuth™: {
"Enabled": true,
"ClientID": "Bab586ble-eebB-4c8a-8381-50e9caftec2dn”,
"Authority": "https://dev-fs.polarislibrary.com/adfs/",
"Audience”: "microsoft:identityserver:Ba586ble-eebB-4c8a-8381-50e9cafec248”,
"ValidIssuer": "http://dev-fs.polarislibrary.com/adfs/services/trust”,
"ValidAudience"”: "microsoft:identityserver:0a58tble-eebB-4c8a-8381-50e9catec24d”,
"AuthorizationUrl": "https://dev-fs.polarislibrary.com/adfs/oauth2/authorize”,
"TokenUrl"”: "https://dev-fs.polarislibrary.com/adfs/oauth2/token”

Fs
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Update the Client Id
1. Onthe AD FS server, open AD FS Management desktop application.

G File  Action View Window Help
«=| nmE|
| ADFS Application Groups
~| Service r  -¥-¥$§$¥¥FFwF""/"/"/"/"-"—

" Access Control Policies
| Relying Party Trusts Polaris Polaris web applications

| Claims Provider Trusts
“| Application Groups Polaris Properties Y

Mame Description

Gener Polaris - Mative application Properties *

Nam  General

Pal
Name: :I

Di |Polari5 - Native application | |
Pal

Clisct Id:

|0a586b 15-6eb0-4c8a-8381-50ecafec240 |
] Redirect URI: _
Appl |

Na https://rd-polaris polarislibrary com./Polars. AdminServi A
https://rd-polaris polanslibrary com./PolarisAdmin/

hitps ./ /rd-polaris polanslibrary com.PolarisAdmindogin
Po| |htnefirnnlans nelarslibran cnm Polare Admin e

< >

Fol Description:

&

oK Cancel Apply

2. Copy the Client Id from the Polaris - Native application properties dialog.

3. Paste the copied Client Id into the appsettings.user.json file.

4. If you started from the template, replace [client-id-that-might-look-like-a-guid] with
the copied Client Id.

It should look like the following image when complete (your Client Id will be
different):
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"Polaris”: {
"CachePermissions”: true,
"CORS": {
"AllowedHosts": "https://rd-polaris.polarislibrary.com”
¥,

"BasicAuth™: {
"Enabled": false

Fs

"0Auth™: {
"Enabled": true,
"ClientID": "Ba586ble-eebB-4c8a-8381-50e9caftec2dd”,
"Authority": "https://dev-fs.polarislibrary.com/adfs/",
"Audience”: "microsoft:identityserver|Ba586ble-eebB-4c8a-8381-50e9cafec24d”,
"ValidIssuer": "http://dev-fs.polarislibrary.com/adfs/services/trust”,
"ValidAudience"”: "microsoft:identityserveriBa58tble-eebB-4c8a-8381-50e9catec24a)’,
"AuthorizationUrl": "https://dev-fs.polarislibrary.com/adfs/oauth2/authorize”,
"TokenUrl"”: "https://dev-fs.polarislibrary.com/adfs/oauth2/token”

Is

Update the AD FS Server Location

1.

If you started from the template, replace [my-adfs-server-domain-name] with the
AD FS server address.

It should look like the following when complete (your AD FS server address will be
different):

"Polaris™: {

"CachePermissions": true,

"CORS™: {
"AllowedHosts": "https://rd-polaris.polarislibrary.com”

Ts

"BasicAuth": {
"Enabled”: false

¥

"QAuth™: {
"Enabled": true,
"ClientID": "@a586ble-eebB-4c85-8381-50e9cafec24”,
"Authority"™: "https://dev-fs.polarislibrary.com/adfs/",
"Audience": "microsoft:identityserver:8a586ble-eebB@-4c85-8381-58e9cafec24a”,
"ValidIssuer": "http:/jdev-fs.polarislibrary.comfadfs/services/trust”,
"ValidAudience": "microsoft:identityserver:8a586ble-eebB-4c8a-8381-58e9cafec24a”,
"AuthorizationUrl": "https:/sdev-fs.polarislibrary.comfadfs/cauth2/authorize",
"TokenUrl™: "https:/jdev-fs.polarislibrary.com/adfs/oauth2/token”

I
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Set Up PolarisAdmin

To set up PolarisAdmin
Verify that OAuth is Enabled

» Open C:\Program Files\Polaris\PolarisAdmin\assets\appsettings.user.json and
verify that oauthEnabled is set to true.

"apilUrlRoot™: "https://rd-polaris.peolarislibrary.com/polaris.adminservices/fapi/",
"oauthEnabled”: true,
“msal Tt
"auth": {
"clientId": "@a586ble-eebB-4c8a-8381-50e9catec2dd”,
"authority”: "https://dev-fs.polarislibrary.com/adfs/",
"knownAuthorities”: [“dev-fs.polarislibrary.com"],
"redirectUri”: "https://rd-polaris.polarislibrary.com/PolarisAdmin/oauth-success”,
"postLogoutRedirectUri™: "https://rd-polaris.polarislibrary.com/PolarisAdmin®,
"protocolMode™: "OIDC",
"navigateTolLoginRequestUrl™: false
T
"cache": {
"cachelocation” : "localStorage”,
"storefuthStateInCookie”: false,
"secureCookies™: true
¥
"guard": {
"interactionType”: "redirect”,
"authRequest™: {
"scopes": ["openid”, "profile", "email", "urn:microsoft:userinfo”]
}3
"loginFailedRoute™: "/login-failed”
T
"interceptor”: {
"interactionType”: "redirect”,
"protectedResourceMap”: [
["https://rd-polaris.polarislibrary.com/Polaris.AdminServices/api/protected/", ["email™]]
1

Update the Client Id

© 2022 Innovative (Part of Clarivate)
Page 44



Polaris OAuth 2.0 Integration with Microsoft AD FS Guide

1. Onthe AD FS server, open AD FS Management desktop application.

Q& ADFs
G File Action View Window Help
«=| 2@

o ADFS
" Service
| Access Control Policies Name Description
| Relying Party Trusts Paolaris Polaris web applications
| Claims Provider Trusts
| Application Groups Polaris Properties b4
Genen Polaris - Mative application Properties >

Nam  General

Pal
Mame: :I

Di |Po|ari5 - Native application | |
Pal

Clizrt 1d-

|0a586b Te-eeb0-4c85-8381-50e Scafec 240 |
] Redirect URI: —
Appl |

E hitps ./ /rd-polaris polanslibrary com./Polars. AdminServi a,
hitps ./ /rd-polaris polanslibrary com./PolarisAdmin.
https://rd-polaris polanslibrary com.PolarisAdminAogin
Pol ke fird-nnlana mnladclibrans com Palaie Admin daed

£ >

Pol Description:

&

OK Cancel Apply

2. Copy the Client Id from the Polaris - Native application Properties dialog.

3. Paste the copied Client Id into the appsettings.user.json file.

4. If you started from the template, replace [CLIENTID-ASSIGNED-IN-ADFS] with the
copied Client Id.

It should look like the following when complete (your Client Id will be different):
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"apilUrlRoot™: "https://rd-polaris.polarislibrary.com/polaris.adminservices/api/”,
"opauthEnabled”: true,
"msal”: {
“auth™: {
"clientId": '|@a586ble-ecbB@-4c8a-8381-50e9cafec24d”,
"authority": "https://dev-fs.polarislibrary.com/adfs/",
"knownfuthorities™: [“dev-fs.polarislibrary.com™],
"redirectUri”: "https://rd-polaris.polarislibrary.com/PolarisAdmin/ocauth-success™,
"postlLogoutRedirectUri”: "https://rd-polaris.polarislibrary.com/PolarisAdmin”,
"protocolMode”: "OIDC™,
"navigateTologinRequestUrl™: false
},
"cache": {
"cachelocation™ : "localStorage”,
"storefuthStateInCookie”: false,
"secureCookies™: true
T
"guard”: {
"interactionType”: "redirect”,
"authRequest": {
"scopes™: ["openid”, "profile", "email”, "urn:microsoft:userinfo™]
2
"loginFailedRoute™: "/login-failed"
¥
"interceptor”: {
"interactionType”: "redirect”,
"protectedResourceMap™: [
["https://rd-polaris.polarislibrary.com/Polaris.AdminServices/api/protected/", ["email™]]
1

Update AD FS Server Location

« If you started from the template, replace [ADFS-SERVER-ADDR] with the AD FS
server address.

It should look like the following when complete (your AD FS server address will be
different):
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"apilUrlRoot™: "https://rd-polaris.polarislibrary.com/polaris.adminservices/api/”,
"opauthEnabled”: true,
"msal”: {
“auth™: {
"clientId": "@a586ble-ecbB-4c8a-8381-50e9cafec24g”,
"authority": "https://dev-fs.polarislibrary.comfadfs/",
"knownfAuthorities™: ['[dev-fs.polarislibrary.com'],
"redirectUri”: "https://rd-polaris.polarislibrary.com/PolarisAdmin/ocauth-success™,
"postlLogoutRedirectUri”: "https://rd-polaris.polarislibrary.com/PolarisAdmin”,
"protocolMode”: "OIDC™,
"navigateTologinRequestUrl™: false
},
"cache": {
"cachelocation™ : "localStorage”,
"storefuthStateInCookie”: false,
"secureCookies™: true
T
"guard”: {
"interactionType”: "redirect”,
"authRequest": {
"scopes™: ["openid”, "profile", "email”, "urn:microsoft:userinfo™]
2
"loginFailedRoute™: "/login-failed"
¥
"interceptor”: {
"interactionType”: "redirect”,
"protectedResourceMap™: [
["https://rd-polaris.polarislibrary.com/Polaris.AdminServices/api/protected/", ["email™]]
1

Update Polaris Admin Server Location

« If you started from the template, replace [POLADMIN-SERVER-ADDR] with the AD
FS server address.

It should look like the following image when complete (your AD FS server address
will be different):
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"apilUrlRoot™: "https://rd-polaris.polarislibrary.com/polaris.adminservices/api/”,
"opauthEnabled”: true,
"msal”: {
“auth™: {
"clientId": "@a586ble-ecbB@-4c8a-8381-50e9cafec24g™,
"authority": "https://dev-fs.polarislibrary.com/adfs/",
"knownfuthorities™: [“dev-fs.polarislibrary.com"],
"redirectUri”: "https://rd-polaris.polarislibrary.com/PolarisAdmin/oauth-success™,
"postlLogoutRedirectUri”: "https://rd-polaris.polarislibrary.com/PolarisAdmin”,
"protocolMode”: "OIDC™,
"navigateTologinRequestUrl™: false
},
"cache": {
"cachelocation™ : "localStorage”,
"storefuthStateInCookie”: false,
"secureCookies™: true
T
"guard”: {
"interactionType”: "redirect”,
"authRequest": {
"scopes™: ["openid”, "profile", "email”, "urn:microsoft:userinfo™]
2
"loginFailedRoute™: "/login-failed"
¥
"interceptor”: {
"interactionType”: "redirect”,
"protectedResourceMap™: [
["https://rd-polaris.polarislibrary.com/Polaris.AdminServices/api/protected/", ["email™]]

1

Update Polaris Admin Services (API) Server Location

« If you started from the template, replace [POLADMINSVC-SERVER-ADDR] with the
AD FS server address.

It should look like the following image when complete (your AD FS server address
will be different):
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"apilUrlRoot™: "https://rd-polaris.polarislibrary.com/polaris.adminservices/api/”,
"opauthEnabled”: true,
"msal”: {

“auth™: {

"clientId": "@a586ble-ecbB@-4c8a-8381-50e9cafec24g™,

"authority": "https://dev-fs.polarislibrary.com/adfs/",

"knownfuthorities™: [“dev-fs.polarislibrary.com™],

"redirectUri”: "https://rd-polaris.polarislibrary.com/PolarisAdmin/ocauth-success™,
"postlLogoutRedirectUri”: "https://rd-polaris.polarislibrary.com/PolarisAdmin”,
"protocolMode”: "OIDC™,

"navigateTologinRequestUrl™: false

},
"cache": {
"cachelocation” : "local5torage”,
"storefuthStateInCookie”: false,
"secureCookies™: true
T
"guard”: {
"interactionType”: "redirect”,
"authRequest": {
"scopes™: ["openid”, "profile", "email”, "urn:microsoft:userinfo™]
2
"loginFailedRoute™: "/login-failed"
¥
"interceptor”: {
"interactionType”: "redirect”,
"protectedResourceMap™: [
["https://rd-polaris.polarislibrary.com/Polaris.AdminServices/api/protected/", ["email™]]
1
¥
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Troubleshoot

Force a logout

 https://AD FS server address/adfs/oauth2/logout

Note:
Replace AD FS server address with your library's AD FS server address.

AD FS in one-way trust

Problem: Only local accounts are authenticating

Solution: Make sure the account running the AD FS service is a parent domain account
and not a local account.

Receiving "User is not a valid Polaris user." error

» Check Polaris.AdminServices's appsettings.user.json file setting for
Polaris.OAuth.Validlssuer.

Example value: http://AD FS server address/adfs/services/trust

Note:
Replace AD FS server address with your library's AD FS server
address.

» Verify a domain is attached to AD user accounts so the UPN claim can be added
to the id token's claims.

The UPN claim should look like polarisexec@iii.com
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